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1
Decision/action requested

This contribution proposes the requirements for algorithms. SA3 is suggested to approve this contribution.
2
References

 [1]
3GPP TR 33.836 Study on Security Aspects of 3GPP support for Advanced V2X Services
3
Rationale

As concluded in TR 33.836 [1], for Key Issue #2 on security for eV2X unicast messages over PC5, solution #3, solution #8, solution #18, solution #12 and solution#16 are chosen as the basis for normative work.

According to solution #12, algorithms were already specified, i.e.

6.12.2.2
Integrity protection

V2X UEs implement NIA0, 128-NIA1 and 128-NIA2 and may implement 128-NIA3 for integrity protection of the relevant bearers

…

6.12.2.3
Confidentiality protection

V2X UEs implement NEA0, 128-NEA1 and 128-NEA2 and may implement 128-NEA3 for ciphering of one-to-one traffic.

Hence, security algorithms requirements for PC5 interface PDCP protection are suggested to reuse the algorithms defined in TS 33.501, i.e. NEA0, 128-NEA1, 128-NEA2, 128-NEA3; NIA0, 128-NIA1, 128-NIA2, 128-NIA3.
4
Detailed proposal

It is proposed to approve the following change.
***
START OF THE CHANGES
***
5.2.2.X
Requirements for algorithms
5.2.2.X.1
Algorithm identifier values

5.2.2.X.1.1
Ciphering algorithm identifier values

All identifiers and names of the ciphering algorithms defined in 3GPP TS 33.501 [2] clause 5.11.1.1 are reused for PC5-S, PC5-RRC, and PC5-U.

5.2.2.X.1.2
Integrity algorithm identifier values

All identifiers and names of the Integrity algorithms defined in 3GPP TS 33.501 [2] clause 5.11.1.2 are reused for PC5-S, PC5-RRC, and PC5-U. 

***
END OF THE CHANGES
***
